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1. Exchange Hybrid server version
Exchange 2010
In case that the Exchange Hybrid server is Exchange 2010, verify that you have installed Exchange 2010 service pack 3 and the last Exchange 2010 Rollup.
At the current time, the most updated Rollup for Exchange 2010 SP3 is: Rollup 9
Exchange 2013
In case that the Exchange Hybrid server is Exchange 2013, verify that you have installed Exchange 2013 service pack 1 + Cumulative Update 8.
Result: Choose an item.
2. Exchange On-Premise Hybrid server | Public IP address and Public name (FQDN)
Exchange On-Premise Hybrid server | Public IP address 
· Verify that a dedicated Public IP address was assigned for the Exchange On-Premise Hybrid server.
(Check that the required Firewall was created)
Exchange On-Premise Hybrid server | Public Name 
· Verify that the Exchange On-Premise Hybrid server Public name is published in the Public Network.
(Check that the required Public DNS record was created)
General  
· Verify that the Exchange On-Premise Hybrid server “Public name” (FQDN) is “mapped” to the Public IP address.
Result: Choose an item.

3. Exchange On-Premise Hybrid server | Port number and protocols
· Verify that Public Hosts can access Exchange On-Premise Hybrid server using the port 443 (HTTPS) and 25 (SMTP). 
· Verify that the Exchange On-Premise Hybrid server can access hosts on the public network using the ports 443 (HTTPS) and 25 (SMTP).
Result: Choose an item.

4. Exchange On-Premise Hybrid server | Public IP address and Static NAT
Verify that the organization Firewall has a static NAT rule that assigns a public IP address to the Exchange Online when the Exchange on-Premises server creates an outbound session (communicate with external hosts) and, the same public IP that is mapped to the Exchange on-Premises server public name and will be used by external hosts such as the Exchange Online server. 
Result: Choose an item.

5. ISA\TMG server and a Firewall server
In case that you use the ISA\TMG server to publish the Exchange on-Premises server verifies that: 
· The ISA\TMG web publishing rule includes the required “path” for the Exchange on-Premises server EWS virtual folder and AutoDiscover Virtual folder. 
· The ISA\TMG web publishing rule doesn’t configure with a requirement of authentication for: the Exchange on-Premises server EWS virtual folder and AutoDiscover Virtual folder.
Result: Choose an item.

6. Firewall inbound\Outbound access policy | Office 365 and Exchange Online Public IP range
In case that you implement Firewall policy, such as: 
1. Outbound Policy that enables the Exchange Hybrid server to connect only a predefined Public IP range of the Office 365 and Exchange Online servers. 
2. Inbound Policy that enables only Office 365 and Exchange Online servers to communicate with the Exchange Hybrid server.
· Try to avoid from these restrictions when running the “first-time time Hybrid configuration” 
· Verify and double-check that you get the accurate information about all the Public IP range that is the use by Microsoft for the Office 365 services (Exchange Online, Windows Azure Active Directory and more) 
· Subscribe to RSS feed for getting updates about changes in the Office 365 services public IP ranges
Result: Choose an item.


7. Exchange On-Premise Hybrid server | AutoDiscover service
AutoDiscover record and Public Network 
· Verify that the AutoDiscover record was created and published on the Public Network.
· Result: Choose an item.

Verify successful operation of Exchange On-Premise AutoDiscover process 
· Verify that you can access prom public network the Exchange On-Premise server and gets the required information form the AutoDiscover service. Verify that the AutoDiscover service is configured correctly: that you can access AutoDiscover service from public network and get the required XML file.
· Result: Choose an item.
AutoDiscover and Exchange On-Premise server version 
· In case that you're Exchange on-Premises environment includes a couple of Exchange versions such as: Exchange 2003, 2007, etc., redirect the AutoDiscover record to the Exchange On-Premise Hybrid server (AutoDiscover record is pointing to the Exchange On-Premise server with the most updated version.)
· Result: Choose an item.
AutoDiscover record pointing to the Exchange On-Premise server 
· Verify that the AutoDiscover record pointing to the Exchange On-Premise server and not to the Office 365 AutoDiscover services.
· Result: Choose an item.


8. Exchange On-Premise Hybrid server | EWS service
· Verify that the EWS services on the Exchange On-Premise Hybrid server is configured correctly: that you can access the EWS service from a public network and, get the required XML file.
Result: Choose an item.

9. Exchange On-Premise Hybrid server | Public Certificate
· Verify that the Exchange On-Premise Hybrid server has a Public Certificate (certificate that was created by a Public CA). 
· Result: Choose an item.

· Verify that the Public Certificate expiration date is valid. 
Result: Choose an item.
· In case that you use SAN certificate, verify that certificate alternative subject name includes all the public host’s names of the AutoDiscover service, the Exchange On-Premise Hybrid server and so on.
Result: Choose an item.
· Verify that the Public certificate on the Exchange On-Premise Hybrid server was assigned to the IIS and SMTP services.
Result: Choose an item.

10. Microsoft MFG server and the proof of the ownership process
To be able to create the trust with the Microsoft MFG server, you will need to configure a TXT record and the Public DNS. 
· Verify that you have Access (the administrator account) to the Public DNS that “Hosts” the organization Public domain name.
· Verify that the proof of ownership TXT record was created in the Public DNS 

Result: Choose an item.



11. Direct communication channel | Exchange on-Premises server to Exchange Online
Verify that the On-Premise “End-point” is the Exchange On-Premise Hybrid server

Result: Choose an item.
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